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IAM Meets Developers Workshop

Stop Losing Hours to the “Grey Zone” Between IAM and App Development

The Grey Zone is the overlap between identity configuration and application code — where auth
issues live and accountability is unclear. AADSTS errors get escalated, tokens are missing claims,
and support tickets bounce for days. This workshop eliminates that ambiguity — in 8 expert-
led hours, your team learns a systematic troubleshooting framework that maps symptoms to root
causes in minutes.

Before & After

Before After

“Auth is broken” tickets bounce for 2-5 days Diagnose root cause in minutes, not days
AADSTS error codes require escalation Map errors to fixes independently

Token issues need deep Microsoft docs research Decode and validate tokens confidently
TAM and dev teams talk past each other Shared vocabulary and diagnostic checklists

8 Focused Modules

# Module Focus
1 Where IAM Meets App Identify grey zones and ownership
Development boundaries
2 OAuth2.0 Endpoints & Flows Compare /authorize vs /token
endpoints across different grant
flows
3 App Registration vs Service Why the two-object architecture
Principal matters for troubleshooting



Module Focus

4 MSAL Under the Hood Debug MSAL effectively and trace
authentication flows

5 Developer-IAM Interface The identity contract that prevents
miscommunication

6 SPA vs Web App vs Web API Architecture patterns and their
authentication requirements

7 Permissions & Consent Static vs dynamic consent,
delegated vs application permissions

8 Token & Claims Validation JWT structure, v1/v2 tokens,

optional claims configuration

Each module combines concept explanation with live troubleshooting exercises using real-world
enterprise scenarios.

What You’ll Walk Away With

1. Triage auth issues systematically — Map AADSTS errors, missing claims, and consent
loops to root causes in minutes

2. Decode token issues independently — Inspect JWT structure, understand v1/v2 differ-
ences, and validate signatures with confidence

3. Communicate across teams — Bridge the gap between IAM language and developer
language

4. Fix OAuth2/0OIDC flow issues — Map error codes to flow stages, trace redirect URIs
and consent mechanics end-to-end

5. Audit app registrations for security gaps — Apply least privilege, validate permissions
and SP relationships

6. Build a troubleshooting playbook — Take home cheat sheets, flow diagrams, and real-
world scenarios

Who Should Attend

« Developers integrating applications with Microsoft Entra ID

o Support Engineers (L2/L3) troubleshooting authentication issues

e TAM Administrators managing app registrations and permissions

e Security Engineers reviewing permission models and API exposure

o DevOps/Platform Engineers deploying identity-aware applications

e Solution Architects and Technical Consultants working with the Microsoft identity
platform

Prerequisites: Familiarity with HTTP, basic JSON/JWT concepts, and web application devel-
opment or troubleshooting. Intermediate to advanced technical level.




Pilot Results (January 2026)
Tested with 8 developers and support engineers:

o 8/8 would recommend to their peers
e ~65% estimated reduction in auth issue resolution time (based on team feedback)
o 4.7/5 average relevance rating for daily work

What participants said:

“The Developer-IAM Interface module alone saved us hours of back-and-forth. We now
have a checklist for what we need from IAM before starting any new integration.” —
Senior Full-Stack Developer

“The ‘Grey Zone’ concept clicked immediately. Our L2 support team can now triage
auth issues without escalating to architects every time.” — Support Engineer (L2)

Format & Logistics

Duration 8 hours (2 half-days)

Delivery Online (live virtual)

Group Size 6—10 participants

Hands-On Practice Live AppConfig? environment included

Post-Workshop 30-day AppConfig? environment + 30 days
email Q&A

Materials Slide decks, troubleshooting flow diagrams,

token cheat sheets

Note: All techniques work with standard tools (Azure Portal, PowerShell, Graph Explorer, JWT
decoders). No tool dependency.

Your Instructor
Tonino Filipovié — Microsoft Entra ID Specialist & AppConfig? Suite Creator

25+ years in identity and access management, with deep expertise in Microsoft Entra ID, hybrid
identity, and OAuth2/OIDC. Architect behind AppConfig? Suite. This workshop distills practical
patterns from years of enterprise support cases and production deployments across global organi-
zations.

LinkedIn: https://www.linkedin.com/in/tonino-filipovic-7a501b1/

Pricing

Per Participant €849 EUR (all-inclusive)



Team of 8-10 15% off — €722 /person
Returning Client (2nd+ workshop) 15% off (stackable with team discount)
Early Bird (book 60+ days ahead) 10% off (stackable with team discount)

Prices exclude VAT where applicable.

Book Your Workshop
Email: support@appconfig.app - Subject: Workshop Booking Request — IAM Meets Developers

Include number of participants, preferred dates, and any specific auth challenges your team faces.
We typically respond within 1 business day.
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